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Figure 10: Development of fraud in e-commerce. Source: CyberSource.
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((f.\ﬁ’% ol - Secure Storage
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Recognition - Location
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A Microphone
Voice
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Solution Cente = 2 = =
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Biometrics Data at Scale — Static & Single Instance

RART . 3 1 D Cards/Border Crossings/Benefits/Multiple
 wmm s, DHS IDENT over 150 million . Instances
= \W %\ identities; o #-7.000,000.000x(10 Print 0.5-1MB + Face 200KB +
Z\¥==¢)-| 125,000 transactions daily 2 , /RIS KEB)
o 57 .

~100-300 Terahvtes - ' 7 Exabytes
1 GigaBytes = 1000MB

B\ FBI NGI - overt 1 TeraBytes = 1000GB
by Fingerprints & M| 1 PetaBytes = 1000TB

Faces/Iris

’ ~100-200 T| 1 ExaByes = 1000PB

1 ZettaBytes = 1000EB

" US DoS has 1 YottaBytes = 1000ZB

§ 100 million faces & Otﬁ_’ers
¢ ~ at least 10-50 Terabytes

X . . Unique Identification Authority of India (LIDAI}
EU VIS Biometrics Matching System (BMS) at plans to enrcll 1.2 billion citizens.(UID
[ ) Program) { enrall million /day; half billion by
70 million individuals and 100K daily enrollment ]

~100 Terabyte 2014) 3-4 Exabytes siometics &

Biographic Data
many instances, history, transaction, logs... data in reality ]

i
1N sts

Prolific Usage of Mobile Phones
6 Billion Mobile Phones

6 Exabytes of behavior data

1 Billion Arrivals 2012 world wide
United States — 100-200 million
international arrivals 2012

1 Exabytes traveling data

© 2009 IBM Corporation
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Civil AFIS Segment Breakdown

Key Takeaway: Civil AFIS will outperform criminal AFIS during the forecast period.

Important Segment Characteristics

Market Stage

Technical Qualities

Parameters Civil Segment
= Applicant processing
= Citizen identification
Applications

= Benefits access (2.g. government welfare
programs)

* More than 30 years {mature)

+ Most law enforcement agencies are in
second or third generation of AFIS

« Deals with high-resolution latent prinfs—
typically a 10-print capture

* Palm-prints and mug shots being added to
help solve more crimes

= High false-rejection rate (FRR) required
Identification (1:Many) process involving
human experts to make final determination

NA3S-11

H RSOOSRy L]

Total AFIS Market: Percent of
Revenue by Application, Global,
2011

Criminal
37.5%

Ciwil
62.5%

Total AFIS Market: Percent of
Revenue by Application, Global,
2017
Criminal
32.8%

Source: Frost & Suliivan analysis.
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Civil AFIS Segment: Revenue Forecast

Civil AFIS Segment—Revenue Forecast

Key Takeaway: Revenue growth is fueled by regulatory mandates.

Global, 2008-2017
CAGR =15.2%

1,800.0 - r 16.0

1,600.0 L 140
E 1,400.0 4 L 120
= 12000 - =
s . L1o0 &
= 1,000.0 - ﬁ
£ 80 o
5 800.0 F=
2 Ls0 =
o 600.0 g

400.0 440
200.0 A - 20
0.0 - 0.0
2008 2009 2010 2011 2012 2013 2014 2015 2016 2017
|=Revenue 463.8 512.2 575.0 652.7 7475 863.6 997.6 | 1,151.4 | 1,3257 | 1,5251
|-Growth Rate 10.4 123 13.5 14.5 15.5 15.5 15.4 151 15.0
Year
Mote: All figures are rounded. The base year is 2011. Sowrce: Frost & Sullivan analysis
. S ke T
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® Enhanced security
¥ Can’t be copied

¥ Convenience/control
Auditable trial

Benefits Of Using Biometrics (%)

® Can't be shared Shared ® Reduced paperwork
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Disadvantages Of Using
Biometrics (%) !

W Security

= Adaptability to rate of change
® Scalability

¥ Miss usc

Accuracy

0%

SRS ST TR AR ST N Oy ST ST e

B Regulation of use :
® Financial cost
® Privacy

* Time

" Consistency
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Country / Details

EU Schengen

Austria available since 16 June 2006). As of March 2009 all newly issued passports contain
fingerprints.

Belgium introduced in October 2004

Bulgaria introduced in July 2009; available since 29 March 2010

Croatia available since 1 July 2009. The chip contains two fingerprints and a digital photo of the
holder. Since 18 January 2010 only biometric passports can be obtained at issuing offices inside
Croatia.

Cyprus available since 13 December 2010

Czech Republic available since 1 September 2006Passports contain fingerprints.

Denmark. available since 1 August 2006

Estonia available since 22 May 2007. As of 29 June 2009, all newly issued passports contain
fingerprints

Finland available since 21 August 2006. As of 29 June 2009, all newly issued passports contain
fingerprints

France available since April 2006. As of 16 June 2009, all newly issued passports contain fingerprints

Germany available since November 2005. The German passports printed after 1 November 2007
contain two fingerprints, one from each hand, in addition to a digital photograph.

Greece available since 26 August 2006. Since June 2009, passports contain fingerprints

Hungary available since 29 August 2006. As of 29 June 2009, all newly issued passports contain
fingerprints

Ireland available since 16 October 2006 Not Signatory to Schengen Acquis, no obligation to
fingerprint biometrics

Italy available since 26 October 2006. As of January 2010 newly issued passports contain fingerprints

Latvia available since 20 November 2007

Lithuania available since 28 August 2006

Luxembourg available since 28 August 2006. As of 29 June 2009, all newly issued passports contain
fingerprints

Malta - available since 8 October 2008
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Country / Details

Netherlands - available since 28 August 2006 Passports issued from 21 September 2009 include
fingerprints. Dutch identity cards are lookalike versions of the holder's page of the passport and
contain the same biometric information.

Poland - available since 28 August 2006. Passports issued from 29 June 2009 include fingerprints
of both index fingers.

Portugal - available since 31 July 2006

Romania - available since 31 December 2008. As of 19 January 2010, new passport includes both
facial images and fingerprints. The Romanian passports will also contain two fingerprints, one
from each hand.

Slovakia - available since 15 January 2008

Slovenia - available since 28 August 2006. As of 29 June 2009, all newly issued passports contain
fingerprints.[51]

Spain - available since 28 August 2006. They include fingerprints of both index fingers as of
October 2009.

Sweden - available since October 2005. As of 1 January 2012, new passport includes both facial
images and fingerprints.

UK - introduced March 2006. (Not Signatory to Schengen Acquis, no obligation to fingerprint
biometrics.

Argentina - On 15 June 2012, the government announced the availability of a new biometric
passport

Armenia - In July 2012. Electronic chip of biometric passport contains digital images of
fingerprints, photo and electronic signhature of the passport holder.

Australia - in October 2005. The microchip contains the same personal information that is on the
color photo page of the e-Passport including a digitized photograph.

Azerbaijan - in September 2013. The passports includes information about the passport holder's
facial features, as well as his finger and palm prints.

Bosnia-Herzegovina - Available since 15 October 2009. On 1 June 2010 Bosnia and Herzegovina
issued its first EAC passport.

Brazil - Since the end of January 2011

Brunei - The Bruneian biometric passport was introduced on 17 February 2007.

Canada - it is available to Canadians since 1 July 2013

Chile - the new biometric passports and national ID cards on 2 September 2013. Chile gained a
visa waiver from the USA since this passport is issued.

People's Republic of China - Ordinary biometric passports have been introduced by the Ministry
of Public Security starting from 15 May 2012

Dominican Republic - In January 2010,

Ghana - Available since 1 March 2010

Hong Kong - Available since 23 May 2006

Indonesia - started issuing e-Passports on 26 January 2011

Iran - Ordinary biometric passports began to be issued on 20 February 2011.

Irag - In April 2009,
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Country / Details

Israel - As of July 2013, the Israeli Ministry of the Interior is issuing biometric passports for those
citizens who wish to receive them.

Japan - The Japanese government started issuing biometric passports in March 2006.

Kosovo - In May 2011, the Ministry of Interior of the Republic of Kosovo announced that biometric
passports will be issued in the summer of 2011

Macao - Applications for electronic passports and electronic travel permits have been started and
processed since 1 September 2009.

Macedonia - Available since 2 April 2007

Malaysia - was the first country in the world to issue biometric passports in 1998, Malaysia started
issuing ICAO compliant passports from February 2010.

Malta - Since 2005 the SMOM diplomatic and service passports include biometric features and are
compliant with ICAO standards.

Moldova - The Moldovan biometric passport is available from 1 January 2008.

Montenegro - The Montenegrian biometric passport was introduced in 2008.

Morocco - The Moroccan biometric passport was introduced in 2008.

New Zealand - Introduced in November 2005

Nigeria- Available since 2007.

Norway - The introduction of biometric passports to Norway began in 2005. The system enabled
multiple public agencies to digitally capture and store fingerprints, 2D facial images and
sighatures for passports and visas.

Pakistan - As of 2012, Pakistan has adopted the Multi-biometric e-Passport that is now compliant
with ICAO standards

Philippines - On 11 August 2009

Qatar - On 20 April 2008, Qatar started issuing biometric passports

Russia - Russian biometric passport was introduced in 2006. From 1 July 2013 citizen can include
fingerprints in passport.

Saudi Arabia - in 21 June 2006, Saudi Arabia started issuing biometric passports

Serbia - Available since 7 July 2008,

Singapore - introduced the Singapore biometric passport (BioPass) on 15 August 2006.

Somalia - introduced on 10 October 2006.

South Korea - started issuing biometric passports to its citizens on 25 August 2008.

South Sudan - The Republic of South Sudan started issuing internationally recognized electronic
passports in January 2012.

Sudan - The Republic of the Sudan started issuing electronic passports to citizens in May 2009.

Switzerland - The Swiss biometric passport has been available since 4 September 2006.

Taiwan - The Taiwanese biometric passport has been available since 29 December 2008.

Tajikistan - since 1 February 2010. On 27 August 2009,

Thailand - the first biometric passport for Diplomats and Government officials on 26 May 2005.

Togo - In August 2009
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Country / Details

Turkey - Turkish passports which are compatible with European Union standards have been
available since 1 June 2010.

Turkmenistan - an ICAO compliant biometric passport. Passport is available since 10 July 2008

Ukraine - Ukraine's passports and national identity cards are expected to be available in April 2013

United Arab Emirates - The UAE ministry of interior stated that it will start issuing Emirati biometric
passports at the end of year 2010.

United States - for travelers holding a valid passport issued on or after 26 October 2006, such a
passport must be a biometric passport if used to enter the U.S.

Venezuela - Issued after July 2007, Venezuela was the first Latin American country issuing

passports including RFID chips along other major security improvements. The chip has photo and
fingerprints data
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